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Windows Systems Administrator
[bookmark: OLE_LINK18][bookmark: OLE_LINK21]
Client:		DOA				Posting ID:	 155627
Location:	Madison, WI	 		Interview:	 Webcam & On-site 
Start Date:	March 23, 2026. 		Contract Length:  1 year

Our client, the Wisconsin Department of Administration (DOA), is looking for a Windows Systems Administrator to be responsible for the planning, installation, administration and support of technical resources for the enterprise server infrastructure. Enterprise server infrastructure includes server hardware, operating system, system management software, data backup, system software, database management software, applications, storage, and application development tools.

This position provides customer service and consulting support on a broad array of services and participates in projects from genesis through implementation and completion. The incumbent will frequently work on projects that require a strong understanding of customer service, good communication skills and the ability to work within a team approach. The position also involves implementing and using many new technologies. The ability to function from an enterprise perspective and to work with technical staff, DET management, and other entities’ staff on technical design and business issues is critical. This position is accountable for the quality of service provided to state agencies and other partners.

Tasks
Provide technical support for enterprise server infrastructure systems, including server hardware, software, Operating Systems and services.
Install, test and implement enterprise server and backup/recovery platforms,
backup and recovery clients, operating systems, and other systems and application
software. Operating systems include various versions of Microsoft Windows, plus
virtualization system software such as VMWare virtualization.
Maintain installed enterprise server hardware, operating system software, virtualization system software, and systems software packages on an ongoing basis to remain at recommended release levels for support and compliance and to maintain system stability. This would include implementing recommended patch
levels and recommended security patches and security configuration settings. 
Use intermediate-level knowledge of enterprise server storage and software determination techniques to troubleshoot problems. Use available documentation and work with vendors or agency sta􀆯 as needed for problem resolution.
Maintain and communicate implementation schedules for the application of corrective hardware and software maintenance, to resolve known problems and maintain overall server stability.
Develop, establish and maintain procedures for the proper use and support of enterprise server hardware and software.
Provide oversight and direction to vendors providing server hardware and software management and other infrastructure services to ensure procedures are being followed and program goals are achieved.
Work with Security to develop and implement sound security practices and policies that balance the need for security and compliance as well as accessibility of server systems.
Monitor server, storage, and application utilization data and make recommendations to better utilize resources for optimal performance and cost effectiveness.
Maintain records of tuning changes using change management practices and their effect on total resource utilization.
Maintain metrics and reporting to measure and evaluate shared IT infrastructure
systems and usage.
Participate in the development, establishment and documentation of disaster recovery procedures.
Participate in Disaster Recovery documentation creation, modification, and testing

Provide server-based shared infrastructure consulting support.
Meet with agency customers to review and understand their requirements as they relate to the enterprise shared IT infrastructure systems.
Evaluate agency needs and make recommendations regarding planned projects requiring enterprise shared IT infrastructure systems, to enable customers to make the best use of the shared infrastructure to meet their program needs.
Provide technical analysis and advice to agency customers to allow them to successfully plan for changes to enterprise shared IT infrastructure system configurations.
Analyze agency service requests and develop detailed technical designs, as needed and within standards, to meet their objectives.
Participate in statewide or enterprise task forces or committees working on shared, enterprise IT infrastructure related issues.
Meet with agency customers to understand their disaster recovery requirements and make recommendations to the DR recovery strategies.

Participate in complex IT projects to implement and maintain enterprise and agency specific server infrastructure and systems.
Understand and follow divisional project management policies, procedures, and practices.
Understand and follow enterprise information portfolio management policies, procedures, and practices.
Coordinate project support tasks through other division or agency staff as assigned.
Participate in project teams under the direction of a project manager as assigned.

Demonstrate strong customer service, team, communication, and interpersonal skills.
Communicate and respond to customer inquiries, incidents, and requests daily to ensure high levels of customer satisfaction.
Develop project goals, plans and solutions that are in line with team, department, and customer initiatives.
Provide strategic and tactical assistance to transform teams in the development of performance metrics.
Develop and maintain internal and external professional relationships that meet the organization’s core values and proactively establish and maintain effective working team relationships with all customer and support areas.
Maintain constant lines of written and oral communication with team members, management, and customers and keep appraised of status, milestones, and completion dates.

Knowledge, Skills and Abilities Required: 
Ability to deliver quality service and maintain positive working relationships with
customers.
Ability to function as a team member, including the open sharing of information, willingness to help wherever needed, and an understanding that team and the organization’s objectives supersede personal agendas.
Ability to communicate clearly and effectively with both technical peers and less technical customers in person and via written media such as email, reports, and project charters.
Knowledge of and ability to apply IT service delivery management best practices and procedures.
Understanding of project management concepts and tools. 
Resourceful in identifying and obtaining information sources needed to perform duties effectively.
Ability to learn quickly; synthesize complex information, identify keep points and communicate results accurately and effectively.
Knowledge that IT exists not for its own sake but for the business value it brings.
Knowledge of and ability to perform technology and product research, testing, installation, customization, troubleshooting and support.
Knowledge of remote server administration which included installation, administration and troubleshooting experience.
Ability to provide advanced-level server infrastructure consulting to customers.
Understand and follow published IT management policies and best practices in such areas as Service Delivery and Service Support.

NOTE: Candidates must be WI residents or willing to relocate to WI prior to starting role at their own expense. Remote from within the State of Wisconsin. Candidate must reside in Wisconsin and must come into office for hardware related work. This will be as needed when they are on call.  

Complete the skills table below to be considered for submittal.
Skills listed below must be clearly stated in your resume.
	Skills and Knowledge Required
(Requested years of experience)
	Years of experience
(XX yrs)

	Required / Must Have

	Windows Server Administration
5 years
	Select Years
	Windows patching and patch management tools
5 years
	Select Years
	Group Policy Object (GPO) – configuration and administration
3 years
	Select Years
	Anti-Virus (AV) tools installation and end client management 
3 years
	Select Years
	Knowledge of server systems such as blade centers, storage devices, and server operating systems such as Windows, and Linux.
	Select Years
	Knowledge TCP/IP, DNS, DHCP, WINS, GPOs and other common network protocols.
	Select Years
	Knowledge of server hardware and software infrastructure including installation, administration, and troubleshooting experience.
	Select Years
	Knowledge of server management concepts and software such as different monitoring tools in both on-prem and public cloud infrastructures.
	Select Years
	Knowledge of different virtualization products such as VMWare including installation, administration, and troubleshooting experience
	Select Years
	Bachelor's Degree in a related field 
	Select Yes/No
Enter Degree, University and year

	[bookmark: OLE_LINK2][bookmark: OLE_LINK3]Desired Skills / Nice to Have

	CommVault Administration / end client management
	Select Years
	Experience implementing MFA in Windows/VMWare platforms
	Select Years
	Knowledge of server systems software such as data warehousing, document management, workflow management, imaging, and GIS.
	Select Years
	Knowledge of public cloud Infrastructure and Software as a service solution as alternatives to on premise solutions
	Select Years
	Narrative Required 

	Please provide details of how your skill set and past work experiences makes you the best candidate for this position.
	Enter narrative here




Candidate Information
Full Legal Name: Enter name here

Your Phone #: Enter phone here				Your email address: Enter email address

Hrly Rate Desired (W2/C2C): Enter rate			Date available: Enter availability here

W2 = Contract position. No benefits. You are paid for the hours you work only. Do you acknowledge? Select

Current Location: Enter location  				

Are you willing to travel to this location (i.e. M-F at work location) ? Select	

If hired, are you willing to relocate (move) to this location? Select

How many total years of working experience in IT? Select Years

How many years working in the US? Select Years

First round will be webcam (45 min). Are you available for a webcam interview?   Select

Second-round in-person interview required before hire. Do you agree to this?  Select

Candidates must be WI residents or willing to relocate to WI prior to starting role at their own expense. Remote from within the State of Wisconsin. Candidate must reside in Wisconsin and must come into office for hardware related work. This will be as needed when they are on call. Do you agree to this?  Select
    
There will be some travel from home to data center(s) or remote sites to address hardware issues. Do you agree to this?  Select

Candidate will participate in on call rotation for the Windows/VMware teams. Do you agree to this?  Select

A background check that includes residence and work authorization for the United States is required by client. Will you consent to a background check prior to the contract start date?    Select

Do you agree to a past employment and education verification check? Select

Have you ever worked for the State of Wisconsin? Select

If yes, please provide the Department and Division: Enter narrative here

If yes, please provide the dates of employment: Enter narrative here

Work Status (US Citizen, Green Card, etc.): Select work status

If applicable, Visa Expiration Date: Enter a date
 
If you have a visa sponsor or work on Corp to Corp, provide the company information below. IO Datasphere can only work with the company that currently holds the candidate’s visa sponsorship.

Employer Company: Enter company name			Contact Name: Enter contact name

Contact Phone: Enter contact phone			Contact Email: Enter contact email

Professional References

Provide Two to Three (2 - 3) Boss/Supervisor/Manager References in order of relevance for this position. (No co-workers other than boss, etc, no personal friends, relatives, or neighbors)
[bookmark: OLE_LINK6][bookmark: OLE_LINK7]
[bookmark: OLE_LINK5][bookmark: OLE_LINK1]1. First Reference
[bookmark: OLE_LINK8][bookmark: OLE_LINK9][bookmark: OLE_LINK23][bookmark: OLE_LINK24][bookmark: OLE_LINK4]Reference Name: Enter reference name
Reference Company: Enter company name
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email
 
2. Second Reference
Reference Name: Enter reference name
Reference Company: Enter company name
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email
 
3. Third Reference
Reference Name: Enter reference name
Reference Company: Enter company name
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email


Instructions:

Email completed skills form and your most recent resume to us at: jobs@iodatasphere.com
Please include 10339WI Skills Form and your name on the subject line.

If you have any questions, please email us.
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